o WAYS TO GET
STARTED

CREATE A MODEL FOR
RESPONSIBLE USE

Develop a framework for the responsible
use of Al, including GenAl. This involves
establishing guidelines to prevent
biases, ensuring transparency in Al
decision-making processes, and
considering the organizational impacts
of Al deployment. Reqgularly audit and
review systems for compliance,
including those in use by third parties.

ENHANCE
CYBERSECURITY o

With more sophisticated technology,
the potential for cyber threats also
rises, particularly as social engineering
attempts and misinformation and
disinformation campaigns become *
more difficult to spot. Stay informed
about the latest cybersecurity trends
and threats, especially those targeting
Al and other emerging technologies,
updating employee training regularly.

ENSURE DATA
PRIVACY AND
REGULATORY
COMPLIANCE

As Al systems often process large
volumes of data, it's critical to have
strong data governance policies in

- P
place. Reqgularly update these policies yo ®
to reflect changes in technology and
regulations.
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BUILD WORKFORCE o
CAPABILITY !

o
Leverage tools like Microsimulations @
to help your team better identify and .‘
understand the risks and '
opportunities presented by new and Y

evolving technology, promoting A
responsible and compliant use. )
Evolve controls and training

strategies based on learnings.

ASSESS AND
MANAGE STRATEGIC
RISKS

Regularly assess and update your
strategy to account for the rapid
evolution of technology. This includes
identifying potential vulnerabilities
introduced by new technologies,
assessing the impact of these risks,
and developing response strategies.

By adopting these strategies, organizations can mitigate the risks associated with the
increasing adoption of emerging technology, including GenAl, and harness its benefits
more safely and effectively.
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